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Agenda:

1) Introductie
2) Dreigingslandschap
3) Belangrijkste risico’s / Voorbeelden

4) Vragen / afsluiting
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Wat is informatiebevelliging

“Informatiebeveiliging is het geheel van preventieve, detectieve, repressieve en correctieve
maatregelen alsmede procedures en processen die de beschikbaarheid, exclusiviteit en
integriteit van alle vormen van informatie binnen een organisatie of een maatschappij
garanderen, met als doel de continuiteit van de informatie en de informatievoorziening te
waarborgen en de eventuele gevolgen van beveiligingsincidenten tot een acceptabel, vooraf
bepaald niveau te beperken.”

Met andere woorden......

Met maatregelen de kans op negatieve impact op de beschikbaarheid, integriteit of
vertrouwelijkheid zou klein mogelijk houden.

Hoe doet Exact dat....
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Klanten / Interne Script Criminelen  Hacktivisten  Staten
Medewerkers / Kiddies
Partners
MOTIVES
Onbewust Wraak Plezier Financieel Ideologisch  Financieel
Financieel Onwetend- Spionage ldeologisch
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Systeemmanipulatie

Burgers

Terroristen Sabotage Sabotage
Hacktivisten Verstornng Verstoring Verstoring

Informatiermanipulatie
Cybervandalen en

Verstoring
scriptkiddies

Insiders Informatiediefstal Informatiediefstal
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Maar wat is uw data eigenlijk waard?
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LISTING OPTIONS
Contact Seller
Favorite Listing
Favorite Seller
Alert when restock

Report Listing

() BROWSE CATEGORIES
Fraud

Drugs & Chemicals

Guides & Tu
Counterfeit ltems
Digital Products

Jewels & Gold

Weapons

71 Carded ltems
Services
Other Listings

Software & Malware

Security & Hosting

MESSAGES

ORDERS

Accounts & Bank Drops

BALANCE FEEDBACK FORUMS SUPPORT

Uber %% kX UNLIMITED FREE UBER RIDES 2017 %%

I . + UNLIMITED FREE UBER RIDES 2017k %k

- Get Unlimited Uber Rides for Free! - you can repeat this 100000 times

lable for auto-dispatch
Features
UBER Product class Digital goods Origin country
Quantity left Unlimited Ships to

[ o o

Default - 1 days - USD +0.00 /item
Purchase price: USD 0.99

Qy: 1 ® Buy Now
BuyNow | Queue

Description ~ Bids = Feedback | Refund Policy
Listing Feedback
Buyer Date Time. Comment
[+ Ne March 1, 2017 111 Late response but great servi
Qs January 26,2017  03:57 A+

YAHOQ!

Maar wat is uw data eigenlijk waard?

o
Features
Workdwide
Workiwide
Escrow

Yahoo 200M

By of_n

1(100.0% ) [EEEIEEED

0 3.0000

In stock

Postage Option

Escrow Yes, escrow by RealDeal is avallable
Class Digital

Ships From Worldwide

oty

Favorite

Question
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From: Antonius Shlyakhter <ashlyakhter@inbox.ru>

Sent: maandag 14 januari 2019 13:26

To: @exact.com>
Subject: st :0285-f  kes

I am aware { es one of your passwords. Lets get right to the purpose. Not a single person has compensated me to investigate you. You do not know me and you are mest likely thinking why you are getting
this email?

in fact, i actually setup a malware on the adult videos (pornography) web-site and there's more, you visited this web site to have fun (you know what i mean). When you were watching video clips, your browser
began working as a Remote Desktop with a key logger which provided me with access to your display screen and webcam. Right after that, my software program gathered all your contacts from your Messenger,

social networks, and e-mail . Next i made a double video. 1st part shows the video you were watching (you've got a nice taste Imao), and 2nd part shows the recording of your web camera, yea it is u.

You actually have 2 alternatives. Shall we read these choices in particulars:

Very first option is to dismiss this email. in this instance, i will send your actual recorded material to each one of your contacts and thus just think regarding the awkwardness you experience. and as a consequ
ence should you be in an important relationship, just how it will certainly affect?

S L O T T S P T PSPPSR ¥ TR SRS

urgent payment
Phill Robinson =dyrektor@naver.com:=
Aan
Vervalt 22-5Sep

Dit bericht is verzonden met de prioriteit Hoog.
Klik hier om afbeeldingen te downloaden., Om uw privacy te beschermen, zijn enkele afbeeldingen in dit bericht niet automatisch gedownload.

bello, can we make a SEFA payment of 10 500 euros today?

regards,
Phill Robinson

This e-mail is sent from an external email address. Please do not open attachments or click links from an unknown or suspicious origin. If you have any gquestions or concerns, please contact the IT Services team.
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! T SEND FAKE BANKING | % | Dear Customer.

TR 1| E-MAILS TO GULLIBLE |8 mhisisyour bk We foyonyou
1T'S CALLED I OUIAL' INFOR - g Why don’t you send them 1o us so
PHISHING. MATION AND USE PEGR P

IT TO STEAL THE | o
§| MONEY THEY DON'T g S
3 PCREhVEN g| B Honker
s :
E s
3
] Office 365

For added security, we need to further verify your account

alberta@contoso.com - Pa stord 7 erwear

Your admin has required that you set up this account for

= |
additional security verification. y : | p
i A £ X
Set it up now v

Change yours Don't share them e loi Be mysterious. Don't leave yours
often. with friends. : lying around.

Sign out and sign in with a different account

More information




What Happened to My Computer?

Y our important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a
. g way to recover your files, but do not waste your time. Nobody can recover your
Payment will be raised on files without our decryption service.
5/1572017 16:25:02

iles?
s Can | Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. (But you _|
have not so enough time.)
You can try to decrypt some of your files for free. Try now by clicking <Decrypt>.

Your Bles will be lost on If you want to decrypt all your files, you need to pay.

5/19/2017 16:25:02 You only have 3 days to submit the payment. After that the price will be doubled.

Also, If you don't pay in 7 days, you won't be able to recover your files forever.
Time Left

How Do | Pay?

Send $300 worth of bitcoin to this address:

162GqZC Teys6eCjDKE3DypCjXiEQWRVEV1 | Cog

Contact Us
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Vijf lessen

Zorg ervoor dat software-updates plaats vinden
+  Stel de updates niet uit
+  Indien automatisch updaten mogelijk is, maak hier gebruik van
Pas op voor verdachte e-mails en telefoontjes
+  Wees cynisch over links in e-mail / sms
+  Controleer elk verzoek om gevoelige informatie, ongeacht de bron
Pas goed wachtwoordmanagement toe
+  Wachtwoorden: Lang (of een zin), complex, niet herhaalbaar / herkenbaar
+  Vermijd persoonlijke referenties
+  Wachtwoord managers (Lastpass, Keypass) zijn aanbevolen. Deze zijn ook gratis te verkrijgen
Laat je eigendomen niet onbeheerd achter
+ Vergrendel altijd je apparaten, laptop (Windows-L), telefoon, etc.
+ In publieke ruimtes, laat ze niet onbeheerd achter
Bescherm gevoelige data
+ Overweeg altijd waar je je data op slaat. Niet elke tool, cloud is geschikt

Gebruik encryptie waar dat kan






